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Automation Security

I. Historical Review

The entire security area is receiving an increasing amount of attention from indus-
try. The Information Systems Security Association has gone from 100 members in 1984
to 1350 today. (1] This increasing attention is also seen in the number of security related
projects in the Independent Research and Development (IR&D) program. A part of this
increase can be attributed to the attention given this area by government and the press.
» The Information Security Act of 1987 calls for the protection of unclassified but sensitive
data.[2]. This is a fundamental switch from when only classified information required
protection. This will mean that thousands of information systems within the government

that formerly did not require protection will now need some security measures.

However, the requirement for secure systems today outstrips the ability of the
technology to provide what is needed. Although envisioned for over a decade, a true
multilevel secure system has not been developed at a reasonable cost. A multilevel secure
system (MLS) has the ability to store or access data or information of various degrees of
security on a single computer. With the increasing number of information systems and the
vast number of microcomputers in place, we will be unable to replace all current systems

with single classification systems. Therefore, the most cost beneficial method is to de-

velop th¢ ppg_:{'gting system and software that is able to support MLS systems. >

\

This technology assessment will examine five general areas within the automation
security area. Those five areas are access, storage methods, anti-viral measures, operat-
ing systems, and accreditation. Each area will be examined for the current state of the
technology, where the technology should be in the 1995 time frame, and an estimate of

the technology in the year 2010. !/




II. Currently Available

Many of the techniques and technologies that support automation security are still
in their infancy. As stated above, a number of vendors are working in each area to
develop solutions. The competition is keen, because the first vendor with a cost afford-

able MLS system may be able to set the de facto standard.

A. Access

Future automation security must be able to support the ability to deny access to
information and data stored on computers at both the user, services, and network levels.
The user level will control the individual’s ability to use the machine. Some machines
may contain data or information that is not available to all users. The service access
control will manage the access to various applications and utilities stored or running on a
machine or network. The network requirement includes both LANs and WANs. The
increasing number of connected (and distributed) systems will force system designers to

plan for others to access the system.

Currently, user access security takes a number of forms, both electronic and physi-
cal. However, the most common approach used today is passwords. There are well
documented studies of the shortfalls of using passwords. [3] With the increasing compu -
tational speed of the computer, soon even the most secure passwords may be disc.vered
in a short period of time. To overcome these shortfalls, considerable efforts are under-
way with a number of vendors to develop new techniques for providing security. Al-
though still in its infancy as a technology, the use of biometrics is receiving considerable
attention. A number of devices that measure a biometric feature of the individual (retinal
pattern, thumb or hand print, typing or keystroke dynamics, voice print) and use that
information to allow the individual to gain access to the computer or network, are avail-

able on a small scale or are being developed. The cost of available methods prevents
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their wide use. [4] Another alternative is the use of smart cards that a user inserts into a
machine to determine access. Like biometrics, this method is expensive because of the
hardware costs. Unlike biometrics, the loss of a card has the same ramifications as giving

out your password.

Today the services available to the user are determined by the individual’s ability
to access a particular machine. If the user can gain access to a machine, then he or she
can in most cases use the services and programs on that machine. While on some critical
systems there are file locking mechanisms, these same mechanisms are not available on a
administrative systems or the mechanism is at a very low level. These low level mecha-
nisms include read-only files and passwords to gain access to the service. Most of the
service protection today is provided through the machine or user access described above.

This is almost always the case on microcomputer systems.

As in the machine access, most networks use passwords or in some cases layers of
passwords. These passwords, like their user counterparts, are not a very secure way of
protecting the system. There is an additional threat in that the passwords for the entire
system are stored in a single password table. Therefore, the malicious user could gain
access to the password files, possibly compromising all users and files on the system.
With the proliferation of network systems, this becomes an increasing problem. Like the
user access, biometrics are being tested for access techniques. However, unlike single
user systems, all terminals or stations must have similar security equipment or methods

for gaining access. In addition, the storage overhead for large systems is significant.

B. Data and Information Storage Methods

The key to MLS systems is the ability to store, retrieve, and process data of various
security levels on a single machine or system. As stated above, there are no true MLS

machines that are reasonably available. Honeywell SCOMP has many MLS features but is
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not cost effective on a wide scale. There are several storage methods used today that
provide a degree of security. However, all of these methods must undergo a degree of

change as the Army moves toward more distributed systems.

Current secure systems operate at a single level, i.e. Top Secret, Secret, or Confi-
dential. All data residing on those marked systems may not need to be classified. How-
ever, to maintain data integrity the data is protected as if it was classified. This method

protects the data but is costly and prevents data sharing.

To overcome some of the weaknesses of the single level systems, guard systems
are being employed. An example is the FORSCOM Guard system. [S] The guard system
is another secure computer that resides between systems or computers of different classi-
fications. The guard has the function of "checking” to see that only authorized data can
be passed from one system to another. As an example, Secret data from one system
could not be passed to a system that only handles Confidential data. However, Confiden-
tial data could be passed to a system rated at Secret. The guard enforces the policy rules
programmed into it. In addition, the guard can also enforce some of the access techniques
described above. The problem with guard systems is that another layer of machines and
software is required to enforce the security policy, which increases the initial and life

cycle costs. The benefit to the guard is that some degree of data sharing is allowed.

At the data element level encryption is a primary method for protecting the data.
|6] Encryption algorithms can be employed on micros to mainframes. The encryption
algorithms employed may be very sophisticated (DES) or very low level (many of the PC
products). The degree of protection provided is directly correlated to the sophistication of
the algorithm and consequently the cost. However, encryption does provide a reasonable

degree of protection for the cost.
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The major problem with encryption today is the number of systems and algorithms
employed. The wide variance prevents data sharing between users with different systems.
Users wishing to share data that use different algorithms must first decrypt the data,
share the data (transmit in the clear, swap unprotected disk, etc.) then encrypt back into
the particular system used by each user. There are a number of vendors working in this
area. The key to wide-spread data sharing will be the ability to share encryption keys on
a reliable basis. [7] Public key encryption was in the vogue just a few years ago and some
products did emerge, however there are still problems with this technology. The work
GTE is doing on Secure Data Network System (SDNS) will provide a key management

alternative.

There are some physical measures that are being developed that also provide a
limited degree of protection. Among these are read-only media and removable media.
Removable disks cartridges can be removed from the machine and stored in secure areas
thereby denying access to other individuals that use that machine or are connected to the
network. The removable disks can be anything from a disk pack on a mainframe to a
removable hard drive on a micro. The current problem with this technology is that as
miniaturization continues, the removable items become smaller and therefore easier to
conceal. It is literally possible for the business to "walk out the door” with some of the

new removabie technologies.

The current state of the technology in this area calls for layers and multiple tech-
niques to be employed. An example may be an encryption scheme employed on a remov-
able disk. The greater number of layers, the greater degree of security. However, each
layer brings with it a certain amount of overhead that must be taken into account when

determining system performance.




C. Anti-Viral Measures

The threat of a computer virus (or worm, trojan horse, trapdoor, etc.) is one of the
leading concerns today. These attacks on the system can be perpetrated from personnel
within the organization or from an outside intruder. [8] The increase in connectivity has
increased the possibility of a single virus shutting down or destroying data over a number

of interconnected networks.

The current measures taken to discover or prevent viruses are not very sophisti-
cated and rely in many cases on common sense on the part of the user and administrator.
These measures include loading only trusted software, testing software off-line before
installing on on-line systems, employing call-back procedures on modems and other out-
side links, and routinely checking audit trails created by the machine or network. There
are a number of automated programs available at a reasonable price to assist the user. [9]
However, most of these products are PC- or workstation-based. Automated measures to
prevent viruses on mainframes or networks are not in place on a wide scale. Some
systems, like NASA’s, are properly safeguarded; however most military networks are not

protected to the degree required.

D. Secure Operating Systems

The Honeywell SCOMP is the only Al approved secure operating system available
in today’s market place. [10] The operating system is being used in several applications
in place today. However, there has not been widespread use of the operating system
because it is tied to a specific family of platforms only available from Honeywell. Until

this is remedied the system will remain a hardware~dependent system.

There are a number of vendors working on secure UNIX based operating systems.
[11] Most of these operating systems are not aimed for the Al market at this time.

However, the systems being developed are not platform-bound. This will make them
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useful over a range of systems. The only problem will be if multiple systems are de-
ployed, there may be some problems in transferring data between different operating

systems.

In addition to the industry efforts, the Army (CECOM) in conjunction with the
National Computer Security Center has been working on a secure operating system
(ASOS). [12] ASOS is aimed at A1 for multilevel systems and C2 for real-time systems.
The system is programmed in Ada and targeted for the 68020 family of computers.

There is currently no date for the full implementation of the ASOS.

E. Accreditation

A major hurdle in the acceptance of any part of a secure system is the accredita-
tion. This is true for both hardware and software. Currently, there are a number of
players that are involved in the accreditation process. This includes NSA, NCSC, DCA
and others. Currently the "Rainbow” series of reference materials published by NCSC is
used to determine the degree of security required and the ability of the hardware or

software to meet that requirement. [13]

There are some automated tools today that can assist the developer in the accep-
tance test. [14] However, these tools are not wide spread or can only be used on a limited
bases. Consequently, there is a long time lag, two to three years on average, from the
time a product is submitted for accreditation until the final accreditation is given. The
only method today to speed up this process is on a policy exception basis. [15] Either the
policy can be changed, which is unlikely based on recent events, or waivers can be
granted. Several vendors and NIST are working on risk assessment models that may

produce automated tools to help in the accreditation process.
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III. Near Term (1995)

A. Machine and Network Access

Access will still remain the first level of defense against entry into a system or
network. The methods to do this will stili be password-based. However, biome:ric meas-
ures will continue to be employed as cost-effective devices or imbedded devices become
available. There will be layers of security to use a machine, enter a network, and run an
application. These layers may start out with the simple and less expensive measures,
such as passwords, and end up with more complex measures running on a network
server. Access mechanisms will continue to lag behind connections. The requirement for
fully connected networks and networks of networks will continue to grow, without a corre-
sponding growth in access techniques. Only new systems will have security built in from

the start. Older or mature networks will still have patchwork or add-on access methods.

B. Data and Information Storage Methods

There will not be any major revolutionary changes in data and information storage
methods. Encryption algorithms will be more complex and harder to break. There will

be an increase in the number of vendors and consequently products.

There will be the beginning of some security standards. These standards will be
embedded in other larger standards and protocols suites, such as OSIL. [16] Much of the
security at this layer will start to become transparent to the user. Encryption algorithms

will be automated to change at various time periods, all unknown to the user.

Removable products will be affordable on a wide scale and will see increased use.
However, they will not be totally portable to all systems because of the encryption algo-

rithms employed.




C. Anti-Viral Measures

Due to the recent publicity and emphasis in this area, there will be a greater num-
ber of automated measures available. The creation of the full time Computer Emergency
Response Team will lead to a clearing house for information on virus programs and

anti-virus procedures. [17]

By this time, there will be the start of intelligent audit mechanisms. While not
fully capable of stopping a virus, these programs will be able to recognize virus attributes
and notify systems administrators. To some degree, the programs may be intelligent

enough to try to contain the virus by shutting off access to certain parts of the system.

Vaccine-type programs will exist in a number of formats, for large and small
systems. However, these will still be fairly straightforward programs requiring overhead

that will rob processing power.

The burden to apply safe measures will fall more to the system administrator as
more centrally-based servers are employed. A limited number of automated tools will be
available to the administrator for the testing of programs prior to installation. Addition-
ally, automated backup and recovery methods will reduce the re-installation time follow-

ing an attack or suspected attack on the system.

D. Secure Operating Systems

At the lower security levels, B2 and below, there will be several secure operating
systems. These operating systems will be built around the UNIX operating systems.
These secure operating systems will be used in a number of isolaced or "guarded” sys-
tems. The operating systems will not be capable of true MLS operation. There will be a
move away from proprietary hardware/software systems and more of a general secure

operating system capable of running on a variety of hardware platforms.
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E. Accreditation

The accreditation process will still remain complicated and policy driven. A1l will
still be the target, while some work for systems beyond A1 will start. The current work in
risk assessment and threat models will begin to bear fruit by helping designers/engineers
to identify their security requirements ez iy in the project. These risk tools will be auto-
mated and capable of being used by non-security professionals. [18] There will be an
increasing number of automated verification tools, which will aid in the accreditation

process.

IV. Long Term (2010)

A. Machine and Network Access

Access methods will be advanced to the point where passwords will be in use on
only the smallest and least secure systems. A variety of access control techniques will be
in place, to include inexpensive biometric measures. New technologies and advances in

distributed systems will help to control access across multiple networks.

MLS data storage methods will decrease some of the access requirements. This
will move the emphasis from the network or machine level to the data level. If the data
can be protected from misuse, then it does not matter if an unauthorized user has access.
However, to insure a greater degree of security, there will still be access control. These
controls will become more transparent to the user over time. The transparence will be
necessary due to the use of distributed systems. User access profiles will establish the
systems/networks and applications/data each user has authority to access at the time of

logon.

B. Data and Information Storage Methods

Data and information storage methods will be complex and much different than

today’s methods. The wide spread use of distributed systems will call for security mecha-
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nisms that protect by process and user. There will not be a single lock as used today.
This will call for an increased amount of metadata on each piece of data or information.
This increased overhead will only be possible with increases in processor speed and stor-
age methods. True MLS machines exist which will reduce the number of single security
level systems. Some extremely sensitive systems will still operate in a standalone network

mode with sophisticated guards for times when data sharing is required.

C. Anti-Viral Measures

Virus attacks will not be as major a concern as they are today. With the advent of
MLS storage and protection at the data element level, the concern to stop attacks will be
lessened. However, there will still be security measures attached to the audit trail to track
system use. These audit methods will employ both automated intelligence and decision-
making capability. The audit programs will be able to identify attacks, stop the attack,
determine the source of the attack, and clean up any residuals from the attack. The
implementation of these programs will decrease the number of attacks on networks. The
major concern at this point will be malicious machine entry. These will be dedicated
intelligent machines employing fast multiple parallel processors that have the sole pur-
pose of attempting unauthorized entry. The machines will have the capability to learn

based on multiple attacks.

D. Secure Operating Systems

There will be widespread use of secure operating systems. This is because almost
all operating systems will have embedded security functions. The operating systems will
operate at different security levels. The security level will be determined by the user
requirement. The level differentiation will be transparent to the user. The operating

systems will be able to run in a variety of environments and hardware platforms.

- 11 ~




E. Accreditation

Accreditation will still be a part of any security system. However, the actual proc-
ess will be made easier, by the use of automated security tools throughout the design to
implementation process. Requirements determined early in the design phase by risk and
threat assessment tools will be fed in to verification systems for final validation. The
verification systems will be complex automated systems capable of testing each of the
policy requirements. The system will take advantage of high speed processors and paral-

lelism to reduce the testing time.

For application accreditation, software designers will be able to take advantage of
secure software libraries. These libraries will consist of reusable modular code that has
previously been validated. This will reduce the time necessary for writing secure applica-

tions and speed the time necessary in the accreditation process.
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